
 Global South Review62

Ambar Alimatur Rosyidah; Farah Fajriyah  Narrative Policy Framework (NFP) Electronic System Operator Policy:
Surveillance and Cyber Security

Indonesia, as one of  the Global South countries, has responded to digital transformation by launching the 
policy of  the Minister of  Communication and Information Technology Number 5 of  2020 concerning 
the Implementation of  Private Electronic Systems (ESO) for the realization of  digital sovereignty. The 
policy reaped negative sentiments from the public. Several articles considered ‘rubber articles’ indicated 
to weaken human rights in obtaining and conveying information, as stated in Article 28F of  the 1945 
Constitution. This study aims to understand the narrative of  digital sovereignty built by Kominfo in the 
ESO policy and strategies to strengthen that narrative. The research method uses a qualitative approach 
to the Narrative Policy Framework (NFP) by collecting reliable online data from the official Kominfo 
website, online media, and press conference videos. This study was studied using Agency Theory, where 
the Indonesian people, as the principal, delegate authority to the agent, Kominfo, related to ESO 
policies. The results of  the NPF found economic narration from the Ministry of  Communication and 
Information Technology. This narration contradicts the narrative of  ESO’s policy with the goal of  its 
existence, which is the realization of  digital sovereignty. This study also underscores the importance of  
co-regulation with ESO to strengthen the narrative of  digital sovereignty.
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Introduction

 As one of  the Global South countries, 

Indonesia responds to digital transformation 

by launching the Regulation of  the Minister 

of  Communication and Information (Per-

menkominfo) for Electronic System Opera-

tors (ESO) in the private sphere to achieve 

digital sovereignty. The Ministry of  Commu-

nication and Information (Kominfo) of  the 

Republic of  Indonesia announced through a 

press conference that the deadline for private 

ESO registration is to end on July 20, 2022. 

Based on Government Regulation Number 

71 of  2019 and Minister of  Communication 

and Information Technology Regulation 

Number 10 of  2021 concerning the Amend-

ment to the Regulation of  the Minister of  

Communication and Information Technolo-

gy Number 5 of  2020 (ESO, 2020). Unfortu-

nately, this policy reaps negative sentiments 

from the public.

Drone Emprit Publication, through 

news and conversations on Twitter with 

#BlokirKominfo, reported that negative 

public sentiment reached 81% while positive 

sentiment was only 12% (Rahman, 2022). 

http://dx.doi.org/10.22146/globalsouth.81057
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Negative sentiment contains tweets relat-

ed to criticism of  the steps of  the Ministry 

of  Communication and Information when 

blocking the Steam site, Paypal, and online 

game applications. In addition, the public 

said that Kominfo’s steps had killed liveli-

hoods and content creators’ freedom of  ex-

pression, and the people also compared them 

with not blocking gambling sites. Public digi-

tal rights threaten the public, which is related 

to privacy violations and restrictions on ac-

tivities using social media (Rahman, 2022).

The policies that have the potential to 

violate Human Rights are the application of  

governance and moderation of  information 

and/or electronic documents in Act 9, para-

graphs 3 and 4, requests for termination of  

access to Act 14, and recommendations for 

access to data, information, and/or private 

conversations Act 36 Permenkominfo No. 

5/2020 (SAFEnet, 2022). This situation has 

deviated from democratic values and human 

rights in obtaining and conveying informa-

tion as stated in Act 28F of  the 1945 Consti-

tution. In addition to receiving information, 

the public as information transmitters is also 

faced with ambiguity because no policy spec-

ification regulates content.

According to IT expert Teguh Aprian-

to, the ESO policy raises the assumption of  

a ‘rubber act’ (Riyanto, 2022). Rubber Act or 

rubber law is an article on statutory regula-

tions whose interpretation is subjective and 

originating from law enforcers or other relat-

ed parties (Wulandari et al., 2021). The rub-

ber article has been indicated in the ITE Law, 

which is also the basis for creating ESO pol-

icies; the article is in Article 27, paragraph 3 

on defamation, and Article 29 on threats of  

violence.

In terms of  violence, this has happened 

to PSE loans or online loans. LBH Jakarta 

stated that these crimes consisted of  bills 

committed with various criminal acts, such 

as threats, fraud, dissemination of  personal 

data, and even sexual harassment (LBH Ja-

karta, 2021).

The case involved misuse of  personal 

data by online lending ESO and was deemed 

to violate human rights. Moreover, indirectly 

there has been a crime in the digital space. 

Then the function of  ESO is questioned as a 

third party present to fix people’s problems 

in the digital space.

The above phenomenon is the back-

ground for this research to emerge. The ESO 

polemic, initially presented as a response to 

the problem of  Indonesia’s digital sovereign-

ty, has raised questions about “whose digi-

tal sovereignty belongs to?”. As a democrat-

ic country that uses the law as a guide, this 

polemic signifies the urgency of  evaluating 

policies that have the potential to violate the 

purpose of  its formation, digital sovereign-

ty. Therefore, this study aims to find out the 

narrative of  “digital sovereignty” built by the 

government regarding ESO policies and for-

mulate strategies to strengthen ESO policies 

in Indonesia.

Adonis (2019) carried out critical re-

search on digital sovereignty literature to 

discover the digital sovereignty narrative. 

Adonis (2019) classifies literature taxonom-

ically into four main themes: conceptual de-

velopment of  digital sovereignty, actors in 

digital sovereignty, digital sovereignty and 
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global internet governance, and categorical 

issues. Of  these four categories, the narrative 

of  ‘digital sovereignty’ is dominated by the 

state’s central position in the political secu-

rity field. Meanwhile, the political-security 

narrative is far from social and economic civ-

il rights.

Lambach and Oppermann (2022) re-

searched digital sovereignty narratives on 

German political discourse using narrative 

analysis methods on three structural ele-

ments: setting, character, and employment. 

The study’s results found seven overlapping 

and partially contradictory digital sovereign-

ty narratives, summarized in five: econom-

ic prosperity narrative, security narrative, 

“European way of  life” narrative, modern 

state narrative, and individual empowerment 

narrative (Lambach & Oppermann, 2022). 

These five narratives have different elemen-

tal structures.

In the narrative of  economic prosperi-

ty, Germany emphasizes the global struggle 

to win economic competitiveness. The main 

character is the government, specifically the 

Ministry of  Economy and Energy and the 

Ministry of  Transportation and Digital In-

frastructure, with a digital transformation 

setting. At the same time, the narrative plot 

comprises five pillars: market-oriented law, 

reducing dependence on non-European 

actors, German and European digital in-

dustrial policies, digital education, and the 

importance of  cooperation across Europe 

(Lambach & Oppermann, 2022). The main 

characters are the Ministry of  Home Affairs 

and the Ministry of  Defense, various security 

agencies where the ‘criminals’ characters are 

transnational criminal networks and pow-

erful economic actors (Google, Facebook, 

Amazon). Chinese companies (Huawei and 

Alibaba) and foreign state actors (regimes). 

Chinese and Russian authoritarians, and 

US intelligence agencies) (Lambach & Op-

permann, 2022). Then the narrative plots 

that this is the government’s effort toward 

strategic autonomy in cyberspace in security 

technology (Lambach & Oppermann, 2022).

Next is the security narrative with the 

setting of  digital sovereignty in cybersecurity. 

Cybersecurity refers to practices that ensure 

three important points called the CIA Triad. 

As mentioned by Warkentin & Orgeron in 

the book Digital Technology-Based Teach-

ing by Sandirana Juliana Nendissa, The 

three points are confidentiality, integrity, and 

availability (Basmatulhana, 2O22). President 

Obama also 2009 proclaimed, “I call upon 

the people of  the United States to recognize 

the importance of  cybersecurity and to ob-

serve this month with appropriate activities, 

events, and training to enhance our national 

security and resilience” (The White House, 

2009).

The national security issue is the ques-

tion of  digital sovereignty. As a regulation in 

Indonesia, ESO tries to provide a solution 

that still has many inequalities, both in terms 

of  the basis of  the law and its implementa-

tion. From the phenomena and facts dis-

cussed regarding data security issues in the 

internet world, this research is essential to 

present, especially in the Indonesian context, 

ESO policies.
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Understanding Digital Sovereignty 

The researcher focuses on the catego-

ry, namely Digital Sovereignty, Government, 

and The State. This category is one of  five 

categories of  digital sovereignty, according 

to Couture & Toupin (2019), based on the 

actors involved and related issues. In digital 

sovereignty, the government and the state 

emphasize the importance of  the state enact-

ing regulations to control cyber activity. 

The mobilization of  the idea of  ‘sover-

eignty’ that has existed since ancient Roman 

times (Hinsley, 1986) to the ‘digital’ realm 

has resulted in new terminology, digital sov-

ereignty. The modern concept of  sovereign-

ty relates to the state (Couture & Toupin, 

2019), which in the Cambridge Dictionary is 

defined as ‘the power of  a country to control 

its government’ (Cambridge, 2022). Philpot 

mentions four essential aspects of  sovereign-

ty in the Stanford Encyclopedia of  Philoso-

phy (2020), namely:

1. the holder of  the sovereign has au-

thority,

2. the holder of  the sovereignty derives 

authority from several mutually rec-

ognized sources of  legitimacy,

3. the highest authority, and

4. this authority lies over an area.

Another definition is from Pierre Be-

langer, a CEO of  a radio station in France. 

Pierre defined digital sovereignty in 2011 as 

‘control of  our present and destiny as mani-

fested and guided by the use of  technology 

and computer network’ (Gueham, 2017). 

The discussion of  digital sovereignty de-

pends on the perspective used because it will 

determine the meaning of  this terminology. 

The term ‘digital sovereignty’ started 

with the emergence of  ‘cloud technology. 

This technology allows someone to have a 

virtual space to store internet data. Raises 

several problems related to cross-border data, 

which the government responds to by regu-

lating cyberspace. Regarding the relationship 

between national sovereignty and cyberspace, 

The Economist (2012) states that the state is 

divided into two camps: “One consists of  the 

more authoritarian states, who want to turn 

back time and regain sovereignty over parts 

of  the world. Others want to keep their na-

tional internet and its governance as it is”.

Powers and Jablonski (in Couture & 

Toupin, 2019) exemplify China and the 

Western Government as two different camps, 

China with the discourse of  information sov-

ereignty and the Western Government with 

internet freedom. From the political econo-

my perspective, globalism is considered ben-

eficial for the Western economy, so it is nec-

essary to control the information network. 

However, this raises the issue of  excessive 

government surveillance. According to Hao 

Yeli (2017), it results in three debates from 

a virtual space perspective: contradictions 

with the spirit of  the internet, human rights, 

and contradictions with multi-stakeholder 

involvement in internet regulation.

Indonesia responds to the digital world 

by trying to realize “digital sovereignty” 

through the PSE policy. Digital is conven-

tionally defined, meaning technologies, in-

frastructures, data, and content based on and 

using electronic computing techniques (Pe-

ters, 2016, p. 94). Looking at the Cambridge 

Dictionary and the development of  cyber-

Ambar Alimatur Rosyidah; Farah Fajriyah  Narrative Policy Framework (NFP) Electronic System Operator Policy:
Surveillance and Cyber Security



 Global South Review66

space, researchers define digital sovereignty as 

‘the power of  a country to control its govern-

ment by regulating cyberspace to avoid prob-

lems related to cross-border data.’

The idea of  “sovereignty” concerning 

digital is then mobilized by various actors, 

starting from the head of  state and other 

parties involved. In this article, the Minis-

try of  Communication and Informatics pro-

motes goals as diverse as state protectionism, 

multi-stakeholder Internet governance, or 

protection against state surveillance.

Understanding Government as Agents

In analyzing this study, researchers 

used Agency Theory. Agency theory was 

introduced by Jensen and Mecking (1976), 

who are economists. This theory explains the 

relationship between an individual or group 

of  individuals (principals) employing one 

or more people (agents) to delegate respon-

sibilities/jobs. Jensen and Mecking give an 

example of  principals, such as shareholders 

who give authority, while agents are com-

pany managers responsible for running the 

company. In line with the Agency Theory, 

the Indonesian people are the principals who 

delegate authority to agents, namely Komin-

fo, related to ESO policies.

According to Eisenhardt (1989), there 

are three assumptions of  this theory, name-

ly, assumptions about human nature, name-

ly self-interest, bounded rationality, and risk 

aversion. This self-interested nature plays an 

essential role in policy and even affects the 

implementation of  the policy itself  (Rahayu, 

2018). Agents controlling this system do not 

guarantee that they will obey the principal 

because there is an interest in maximizing 

profit (Rahayu, 2018).

 There is an information gap between 

the agent and the principal, or what Scott 

(2000) calls information asymmetry. Agents 

have more information to act according to 

their self-interest, while principals with less 

information struggle to control agents. This 

causes differences in the direction and goals 

of  the principal and agent, thus potentially 

creating conflict (Rahayu, 2018).

Methodology

 The power of  narrative in public pol-

icy illustrates the importance of  language, 

examines discourse, and displays hidden 

ideologies (McBeth & Jones, 2010). Narra-

tive research plays an important role, espe-

cially in analyzing public policy. Hukkinen, 

Roe, and Rochlin (1990) mention Narrative 

Policy Analysis (NPA) which aims to seek 

consensus and policy solutions. Jones and 

McBeth (2010) introduced the Narrative Pol-

icy Framework 2010 as a ‘quantitative, struc-

turalist, and positivist approach as a study 

and theory of  policy narrative development.’ 

Gray and Jones (2016) state that NPF is com-

patible with qualitative research. This quali-

tative NPF adapts previous studies regarding 

elements or components of  policy narratives: 

setting or context, plot, characters, and story 

morals. The researcher uses this qualitative 

Narrative Policy Framework (NPF) method 

to analyze the ESO policy narrative.

In NPF research, there are three lev-

els of  analysis according to the focus of  the 

analysis. At the macro level, the analysis 

focuses on institutional and cultural policy 
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narratives; at the meso level, with groups 

and coalitions, micro influences policy nar-

ratives on individuals (Gray & Jones, 2016). 

This micro-level focuses on how individuals 

create and are shaped by narratives, such as 

public opinion about a policy. At the meso 

level, policy actors build and communicate 

narratives to actors who influence the poli-

cy process. Then, at the macro level, the re-

search elaborates on the research question of  

how policy changes or stability in the context 

of  cultural and political institutions (Ristyas-

tuti & Rofii, 2021). The researcher analyses 

this policy narrative at the meso level of  anal-

ysis, namely the Ministry of  Communication 

and Information (Kominfo) as the actor of  

the policy.

 Researchers used secondary data 

from press releases on the Kominfo website, 

Kominfo press conferences on the Youtube 

platform, and online media relevant to the 

research topic. There are four main keywords 

that researchers use in determining research 

data’ digital sovereignty’, ‘ESO policy,’ ‘sur-

veillance,’ and ‘cybersecurity.’ Several rele-

vant literature sources from scientific jour-

nals, books, or reports support this research.

Results and Discussion 

 The Private Electronic System Opera-

tor (ESO) policy is a response from the Min-

istry of  Communication and Information, 

which is narrated to protect digital sovereign-

ty and the rights of   Indonesian citizens. It is 

an initial effort to create a more accountable 

digital ecosystem. Act 47 of  the ESO Policy 

states that Private Scope ESOs have a registra-

tion deadline of  no later than 6 (six) months 

since this Ministerial Regulation comes into 

effect on July 20, 2022, to be precise (Komin-

fo, 2020). ESOs who have yet to register will 

receive a warning and a letter and block ac-

cess if  they do not respond. In a press release 

dated July 29, 2022, Kominfo explained the 

evaluation results, where 10 of  the 100 most 

popular SE in the mandatory registration 

category had yet to register (Kominfo, 2022). 

The result was 7 ESO blocked on July 30. Af-

ter that, ESO policy was in the spotlight. The 

Kominfo Block hashtag has gone viral, with 

various negative opinions. Then, through a 

press release, Kominfo denied the issue.

For this reason, the setting of  this re-

search is on the role and involvement of  

Kominfo in handling digital sovereignty 

through the ESO policy. Meanwhile, the 

time setting follows the mention of  the key-

words ‘digital sovereignty’ and ‘ESO’ on the 

Kominfo website, from December 9, 2013, to 

August 6, 2022. There are 26 acts in the form 

of  media highlights and press releases related 

to ‘digital sovereignty, which are the primary 

data. For ESO, the researcher took a video of  

the Virtual Press Conference conducted by 

Kominfo. 

 Kominfo shows the narrative that 

they are heroes in their press release because 

they can maintain digital sovereignty by solv-

ing the problem of  protecting people’s rights 

in the digital world. These narratives can be 

seen in most press release headlines such as 

‘Fight for Digital Sovereignty,’ ‘Maintain 

Digital Sovereignty,’ and ‘Realise Sovereign-

ty.’ Electronic System Operators are crim-

inals because they are considered owners 

of  illegal systems in Indonesia. In its press 
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release, Kominfo stated that blocking and 

terminating access occurred at several ESOs 

because they had not registered, and some 

were online games with gambling elements 

(Kominfo, 2022). The public is a victim of  

the lack of  sovereignty in the digital space, as 

seen in Table 1.

The Settings: Narrative of  Digital Sover-
eignty

Kominfo started the ‘digital sovereign-

ty’ narrative on the official website kominfo.

go.id on December 9, 2013. Before, ‘digital 

sovereignty’ referred to frequency sovereign-

ty related to cellular operators. 2017 was the 

starting point for the ‘digital sovereignty’ is-

sue to be included in the discussion. On Jan-

uary 20, 2017, the Kominfo website again 

included digital sovereignty, quoting the In-

donesian Internet Service Providers Associa-

tion (APJII) chairman. He stated that email 

and cloud-based in Indonesia were related to 

increasing digital sovereignty. The discourse 

of  this term developed along with internet 

penetration, reaching 54.68% or 143.26 mil-

lion people (Kominfo, 2017). On August 20, 

2017, Press Release, Kominfo presented a 

discourse on redefining ‘digital sovereignty. 

Through the Minister of  Communication 

and Information Rudiantara, he stated:

“What do we need to do to redefine 

digital sovereignty? Because sovereignty in 

cyber media is different from others. I believe 

in added value; as long as there is added val-

ue from a business process. It does not have 

to be all in Indonesia because digital technol-

ogy is already global, so we must formulate 

this sovereign mindset. In formulating sov-

ereignty, we must not be chauvinistic in the 

digital world.” (Kominfo, 2017)

Kominfo, through the Minister of  

Communications and Informatics Rudian-

tara, defines digital sovereignty as ‘...pro-

cesses related to digital technology, appli-

cations, devices, ecosystems, and networks. 

These value-added processes must exist in 

Indonesia…’ (Kominfo, 2017). Digital sover-

eignty is considered to impact the national 

economy by mentioning added value. The 

value is related to the magnitude of  a com-

modity’s increasing value at its production 

stage (Koedel, 2015). The solution offered by 

Kominfo at that time was to encourage the 

Table 1
Identification Results

Narrative Framework Policy

Narrative Framework Policy

Level 
analysis

Settings

Plot

Charac-
ters

Moral 
of  the 
story

Meso: Ministry of  Communication 
and Informatics

Co-regulation with the electronic 
system operator (ESO)

• Handling Digital Sovereignty
• The role and involvement of  

Kominfo
• December 9, 2013 - August 6, 

2022
• Indonesia 

• Initial: Issuing a termination 
sanction for unregistered ESO

• Middle: Blocking unregistered 
ESO

• End: Responding to public 
sentiment regarding ESO

Heroes: Kominfo (press release)
Villain: Electronic System Operator 
(ESO dominant narrative)
Victims: Indonesian Society 
(Counter Narration)
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development of  local applications focused 

on education and health. In addition, the ex-

pansion of  the Kominfo function is not only 

as a regulator but also as a facilitator and ac-

celerator (Kominfo, 2017).

After the redefinition narrative, Komin-

fo uploaded media highlights which began to 

present a narrative of  national borders in the 

digital world, considering that Indonesia is 

a profitable market. There is a discussion of  

the Draft Government Regulation (RPP) on 

e-commerce trade transactions to application 

developers and foreign OTT regarding taxes 

and royalties as material restrictions. Until 

2018, digital sovereignty narrated on the of-

ficial Kominfo website was still within the 

scope of  economic and infrastructure issues.

Digital sovereignty is the ability to con-

trol digital assets, such as data, content, or 

digital infrastructure or the use of  those data 

assets (Snowden, 2013). In 2019, Kominfo 

began narrating this data sovereignty-related 

digital sovereignty. Digital HR competence 

and data security are essential issues besides 

infrastructure issues. Data is a new wealth for 

the nation, giving rise to discussions and reg-

ulations on Personal Data Protection (PDP) 

with a narrative to benefit the state and the 

people (Kominfo, 2019).

Kominfo’s narrative is in line with the 

statement from the Chief  of  Staff  of  the 

President, Dr. Moeldoko, who stated that 

digital sovereignty is a critical factor in pro-

tecting the country’s economic growth and 

realizing national cybersecurity (Kantor Staf  

Presiden, 2022). Likewise, the statement of  

Muhammad Arif  Angga, chairman of  AP-

JII, said that “defending cyber sovereignty 

is equivalent to defending the sovereignty of  

the Unitary State of  the Republic of  Indone-

sia (NKRI)” (APJII, 2022).

The pandemic has increased the dis-

cussion of  digital sovereignty more compre-

hensively. Apart from the Government and 

APJII, Telkomsel, a state-owned telecommu-

nications operator, also issued a statement 

linking digital sovereignty to the economy. 

First, Whisnutama, Main Commissioner PT 

Telkomsel, mentioned ‘digital sovereignty 

to create opportunities and potential for ser-

vice actors and local Indonesian products to 

be competent in the digital era’ (Wijayanti, 

2021). Next is Fajrin Rasyid, Digital Busi-

ness Director of  Telkom Indonesia, who 

underlined digital sovereignty as a critical 

factor in protecting the country’s economic 

growth and security with online transactions 

(Chew, 2021).

The increased discussion of  digital 

sovereignty is related to the increase in Indo-

nesia’s internet penetration and the govern-

ment’s plans for digital transformation. In-

ternet penetration has increased from 64.8% 

in 2018 to 73.7% in 2019-2020 (APJII, 2022), 

and the commercial implementation of  5G 

technology in Indonesia in 2021 (Sugandi, 

2022). In the 2020-2024 Kominfo Strategic 

Plan, Kominfo accelerates digital transfor-

mation around 5G infrastructure and im-

plementation, digital literacy, and equitable 

access to communication and information 

technology regulations (Kominfo, 2021). 

Digital sovereignty is said to be the key to ac-

celerating this digital transformation.

 The year 2022 is a recovery period 

for Indonesia after the pandemic, as stated 
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in the Day of  National Awakening tagline 

‘Heal Faster, Rise Stronger. The narrative of  

‘digital sovereignty’ is increasingly echoed by 

the eight press releases on Kominfo’s website 

related to these keywords and the mention of  

digital sovereignty in the Kominfo press con-

ference at ESO. Kominfo began to take sev-

eral steps by implementing the Private Scope 

Electronic System Operator (ESO) policy. It 

was ratified last November 2020, migration 

of  analog to digital broadcasts, development 

of  digital infrastructure from upstream to 

downstream, and HR training through the 

National Digital Literacy Movement.

Dominant Narrative and Counter-Narrative 

ESO Policy  

 The researcher identified two domi-

nant narratives of  the digital sovereignty nar-

rative related to ESO policies: surveillance 

and cybersecurity. 

Surveillance,

The narrative of  digital surveillance 

in Indonesia was delivered by the Director 

of  Aptika Kemkominfo, Samuel Abrijani 

Pangerapan, in a Press Conference on You-

tube Kemkominfo TV. Pangerapan stated re-

garding state control, ‘We will always open 

opportunities for anyone who wants to be 

a part of  Indonesia’s digital ecosystem; we 

open them, both domestically and abroad. 

We are open, but rules are rules. We stand 

where the sky is upheld’ (Kemkominfo TV, 

2022). The Private Scope ESO Law for those 

who do not register, as referred to in para-

graph 1, is that the Minister provides admin-

istrative sanctions in the form of  Termina-

tion of  Access to Electronic Systems (access 

blocking) (Permenkominfo 5/2020).

Kominfo’s narrative is not by the con-

ditions in the field. From the news regarding 

the impact of  the implementation of  the ESO 

policy, LBH Jakarta, as of  August 30, 2022, 

has received 182 public complaints. The 

complaint post is intended for disadvantaged 

people due to arbitrary blocking and repres-

sion of  freedom in the digital realm due to the 

enactment of  Regulation of  the Minister of  

Communication and Information Technolo-

gy No. 5 of  2020 (Permenkominfo 5/2020). 

There are four patterns of  problems from the 

LBH Jakarta report. It is, first, reduced in the 

form of  loss of  access to services that are en-

titled to be obtained. Second, loss in the form 

of  loss of  income. Third, losses in the form 

of  loss of  work. Fourth, complainants who 

are doxed as a result of  protesting and reject-

ing the blocking (LBH Jakarta, 2022). Still, 

in the same press conference, Pangerapan 

narrates about personal data, not as a form 

of  monitoring feared by the public. 

‘We cannot see personal data, or we 

can monitor it; that is not monitoring that 

way. So the conversation could not let alone 

ask for the data not carelessly. It cannot be 

done merely if  law enforcement officers, of-

ficials, or agencies have the authority. Yester-

day I explained that it could all be done if  

a crime incident requiring additional data to 

reveal the crime or PT PPATK indicated that 

there was money laundering. However, those 

who request data must have authority first. 

Kominfo is not for that’ (Kemkominfo TV, 

2022). 
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The narrative is based on the relevant 

ESO policy being obliged to provide access 

to Electronic Systems and Electronic Data 

to Ministries or Institutions in the context 

of  supervision. Following laws and regula-

tions and must provide access to Electronic 

Systems and Electronic Data to Law En-

forcement Officials in the context of  law en-

forcement by statutory regulations (Permen-

kominfo 5/2020).

Cyber security expert and founder of  

Ethical Hacker Indonesia, Teguh Aprianto, 

called this a dangerous act because the rub-

ber act uses the phrase “disturbing the pub-

lic and disturbing public order,” which has 

no explanation. This practice is common 

in Electronic Information and Transactions 

Law (ITE) cases. Later it can be used to ‘turn 

off ’ criticism even if  delivered peacefully. 

What is the basis? They (the government) are 

only responsible for disturbing public order 

(CNN Indonesia, 2022).

 Regarding personal data, the Head 

of  the Division of  Freedom of  Expression 

of  SAFEnet, Nenden Sekar Arum, said the 

rules made by Kominfo are too lax. With 

that, there are gaps and opportunities for au-

thority holders to access and monitor the spe-

cific data of  ESO users. It is also exacerbat-

ed by the absence of  an independent agency 

appointed to oversee Kominfo in implement-

ing the regulation. According to Nenden, 

the Permenkominfo has had problems since 

its inception. He saw that Kominfo only in-

volved the public a little, so the regulations 

produced seemed only for the government 

and the ESO. Meanwhile, the rights and loss-

es of  ESO consumers should be considered 

in the current regulations (Sugandi, 2022).

Cybersecurity

The ESO policy’s cybersecurity nar-

rative relates to the digital space’s security. 

Pangerapan, at a press conference, explained 

that ‘Every country has its rules, and these 

rules are to create a digital space that is con-

ducive, safe, and comfortable. Indonesian 

people can feel digital economic growth and 

benefit Indonesia’ (Kemkominfo TV, 2022). 

ESO policy prohibits electronic information. 

As referred to in paragraph 3, electronic doc-

uments are classified as: a. violate the provi-

sions of  laws and regulations, disturbing the 

public and disturbing public order, and no-

tifying the way or providing access to Elec-

tronic Information Electronic Documents 

that are prohibited.

Contrary to statements regarding 

digital security, the current insecurity of  the 

digital space threatens the public. It is proven 

by the leaks of  government-managed data, 

such as the case of  the leak of  Indonesian 

population data from the KPU and BPJS 

(much, 2021). Likewise, in 2022 there were 

three data leaks. The data leak of  17 million 

customers of  the State Electricity Company 

(PLN) in mid-August, browsing history data 

for Indihome on August 21, and 1.3 billion 

SIM Card registration data in September, 

claimed to have come from Kominfo (Sapto-

hutomo, 2022).

Digital Sovereignty: Surveillance and Cy-

bersecurity

In agency theory, agents are assumed 

to be self-interested. Kominfo, as an agent, 
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raises a discourse on digital sovereignty, 

which suggests that this ESO Policy is for the 

benefit of  the Indonesian people. However, 

judging from the narrative built, Kominfo 

has economic and political motives as a pol-

icy agent. It can be seen in the initial men-

tion of  ‘digital sovereignty’ by the Minister 

of  Communication and Informatics Rudi-

antara (2014-2019), which was based on the 

concept of  ‘added value. Then the discussion 

about the ESO tax was mentioned by the Di-

rector General of  Aptika Kominfo Samuel 

Abrijani Pangerapan. In the Kominfo Press 

Conference on July 19, 2022, Pangarepan 

emphasized why he had to register the ESO 

‘This is governance because it is mandatory. 

They must pay the tax if  there is a complaint 

or profit” (Kemkominfo TV, 2022).

People, as principals, want a digital 

space that provides freedom of  expression 

and security for their data. The origins un-

derlie the creation of  the internet with the 

ideology of  liberalism, which opposes all 

forms of  control, both state and commercial 

entities (Castells, 2001). This misalignment 

of  interests between the public (principal) 

and Kominfo (agent) shows vulnerabilities 

in surveillance and cybersecurity. Regard-

ing surveillance, the Head of  the Division of  

Freedom of  Expression at Safenet, Nenden 

Sekar Arum, considers that the rules made 

by Kominfo are too lax. ESO creates gaps in 

opportunities between authority holders to 

access and monitor ESO user-specific data. 

It refers to the definition of  specific person-

al data ‘as health data and information, bio-

metric data, genetic data, life/orientation 

sexual, political views, children’s data, per-

sonal financial data, and other data by the 

provisions of  laws and regulations.

Apart from supervision, the public, as 

principals, is also faced with cybersecurity 

threats with data leaks. Regarding the se-

curity of  personal data, Kominfo’s perfor-

mance was questioned after three cases of  

data leaks throughout 2022. The narrative of  

‘creating a conducive, safe, and comfortable 

digital space.’ What the Director General of  

Aptika Kominfo said contradicted reality. 

The hashtag #TuntutKominfo is trending on 

Twitter in response to the leak of  1.3 billion 

data that has touched 8,579 tweets since Sep-

tember 8, 2022.

Kominfo responded with a narrative 

that this was the authority of  BSSN, not 

Kominfo. However, in Government Reg-

ulation Number 71 of  2019, Kominfo has 

the authority as a regulator, accelerator, 

and facilitator in data management. At the 

Kominfo Press Conference, Samuel Abri-

jani told hackers, ‘Yes, if  you can, do not 

attack. Because every time there is a data 

leak, the public is harmed; it is an illegal 

access act’ (Saptohutomo, 2022). For this 

response, Kominfo also received criticism 

from the Deputy Chairperson of  the Indone-

sian House of  Representatives Coordinator 

for People’s Welfare (Korkesra), Abdul Mu-

haimin Iskandar, that Kominfo cannot pro-

vide personal data protection (Hidayatullah, 

2022). Likewise, members of  Commission I 

DPR Nico Siahaan and Nurul Arifin ques-

tioned the credibility of  Kominfo (Dirgan-

tara, 2022; Astian, 2022).
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Concerning data leaks, apart from the 

credibility of  Kominfo in handling cases, 

the public loss of  this data leak is a para-

mount concern. Kominfo published ‘Pub-

lic Perception of  Personal Data Protection 

2021’, and the public appears to suffer an 

economic loss. The thing they experienced 

the most was a reduction in savings in bank 

accounts (44.1%) and reduced balances in 

e-wallets (32.2%) to transfers or purchases 

because they were contacted by certain peo-

ple or companies (28.1%) (Mutia, 2022). In 

the scope of  cross-border data, on Novem-

ber 2022, a cybersecurity news site Cyber 

News reported that WhatsApp user data was 

leaked and sold in an online forum, of  which 

130,000 were active WhatsApp user num-

bers from Indonesia (Clinten, 2022). Even 

though it received objections from Meta, the 

parent of  Whatsapp, this event certainly rais-

es potential impacts detrimental to the state 

if  looking at the Kominfo narrative of  data 

as national wealth.

Policy Middle Way

Dominant narratives and counter-nar-

ratives shape digital sovereignty in Indone-

sia, where there is a gap between the two. 

This gap is in the form of  different percep-

tions regarding digital sovereignty, informa-

tion that is less specific from the government, 

and there needs to be a definition of  what 

kind of  crime constitutes a violation of  digi-

tal sovereignty. From these results, the count-

er-narrative considers that the termination of  

access is not part of  digital sovereignty be-

cause it causes harm to the public (principal), 

which in the narrative is a protected party. 

Table 2

Results, Cons, Dominant and Narrative Differences

Counter Narrative Dominant Narrative Cause Difference

There are complaints from 
people who have experienced 
arbitrary blocking and 
repression of  freedom due to 
the implementation of  the ESO 
policy.

Indonesia’s digital security 
conditions are filled with 
hackers, user data leaks, and 
insecurity in expressing opinions 
in the digital space.

The ESO policy does not 
consider the rights and losses 
of  ESO consumers with the 
opportunity for authorities to 
access and monitor user-specific 
data and the absence of  an 
independent agency appointed 
to supervise.

Kominfo stated that requesting 
personal data is not a form of  
supervision. The party accessing 
it must also have authority for 
reasons of  law enforcement.

Kominfo assumes that public 
data access and monitoring are 
related to digital space crimes 
without specifics on what is 
considered a crime, so it has 
the potential to be a policy with 
gaps to be used by the authorized 
person.

Kemkominfo opens 
opportunities for anyone who 
wants to be part of  Indonesia’s 
digital ecosystem by following 
existing regulations.

The narrative of  Kemkominfo is 
that they created rules to form a 
conducive, safe, and comfortable 
digital space.

There are different perceptions 
that the termination of  access by 
Kominfo is considered a process 
towards a sovereign state. 
However, it has a significant 
impact on various sectors.

The Kemkominfo narrative is 
not followed by further detailing, 
which results in the use of  
data by some people who take 
personal advantage.
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Minister of  Communication and Informa-

tion Rudiantara said this digital sovereignty 

relates to the economic concept of  ‘added 

value’ (Kominfo, 2022). However, if  the pub-

lic suffers a loss due to this termination, the 

government’s narrative makes the meaning 

of  digital sovereignty far from social and eco-

nomic civil rights.

In agency theory, the imbalance of  pol-

icy interests between the principal (public) 

and the agent (Kominfo) causes differences 

in the direction and objectives of  the ESO 

Policy. Kominfo as an agent controlling the 

ESO policy, does not guarantee that it will 

obey the public as the principal because of  

the interest in maximizing profit. Due to the 

conflict, the researcher recommends a mid-

dle-ground policy based on the facts ana-

lyzed from the ESO policy narrative.

Surveillance of  information/data plays 

an essential role in global political econo-

my relations, where its power should be the 

state’s focus (Comor, 1996). In its implemen-

tation, there are two modes mentioned by 

Comor (1996). First, the problem of  facilita-

tion, empowerment, and creation, then the 

mode of  control, exclusion, and prevention 

functions. The narrative shown by Kominfo 

is dominant in the control function. The ter-

mination of  access by the Ministry of  Com-

munication and Informatics and the clause 

providing access to personal data if  there are 

legal issues are two regulations showing state 

control over private sector ESO.

However, policies related to digital sov-

ereignty need to look at from the perspective 

of  the 3 (three) actors involved, namely the 

state, citizens (citizens), and the internation-

al community (Yeli, 2017). This unilater-

al blocking and access to personal data are 

not seen from the citizens’ perspective. Re-

garding the blocking, the Indonesian people, 

as SE users, suffered material losses. Even 

though it only takes days, termination of  ap-

plications without socialization with citizens 

is an unstructured form of  the registration 

system. It shows the facilitation problem in 

ESO’s policies regarding supervision. If  this 

system has not been established, there will be 

the possibility of  the same incident happen-

ing again. The public is again at a loss, digital 

sovereignty is again an issue, and the benefits 

are questioned for whom.

Next, regarding granting access to 

specific personal data, which in Act 1 para-

graph 1 is defined as “... health data and 

information, biometric data, genetic data, 

sexual life/orientation, political views, child 

data, personal financial data, data other by 

the provisions of  the legislation” (Permen-

kominfo 5/2020). This understanding shows 

the complete control of  the state in the dig-

ital space, in this case, Kominfo. This act 

also contradicts Act 28G paragraph (1) of  

the 1945 Constitution, which states that “ev-

eryone has the right to personal protection 

(privacy), family, honor, dignity, and proper-

ty (including personal data)” (UUD 1945). 

Several parties against this control question 

whether they have adhered to the principles 

of  human rights, which in this case are cit-

izens as netizens. Moreover, there is no fa-

cilitation; for example, there is no legal en-

tity, the authorities access the data, and no 

neutral legal entity to examine or file an ob-

jection. The narrative of  protecting citizens’ 
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rights contradicts the insecurity about imple-

menting the ESO policy.

Cyber security is an essential point for 

ESO policy in realizing digital sovereign-

ty. Like the Kominfo statement that data is 

state property, data loss is defined as loss 

of  wealth. In addition, this also relates to 

cross-border data. Maintaining its security is 

like maintaining Indonesia’s relations with 

other countries. In this regard, the Global 

North countries already have a strong cyber-

security foundation.

Meanwhile, Indonesia implements 

ESO registration without providing an in-

stitution that guarantees data security; in 

addition to the security system, the narra-

tive of  the Code of  Ethics on Security also 

needs to be discussed. Russia, China, and 

Central Asian countries proposed two Codes 

of  Conduct on Information Security at the 

UN General Assembly in the interest of  the 

country’s greater digital ownership (Wood 

et al., 2020). Indonesia and Southeast Asian 

countries should have a digital interpretation 

and jointly build their security infrastructure.

Collaboration is the ideal middle 

ground. The issue of  digital sovereignty is 

cross-sectoral, so the collaboration of  min-

istries, other government agencies, and re-

lated industries is needed. Germany does 

this by holding a Digital Summit, a joint 

government-industry discussion forum to 

advance Germany’s digital transformation 

(Lambach & Oppermann, 2021). Regarding 

ESO, self-regulation does not work because 

there is a market blind spot regarding digital 

privacy and the lack of  government control. 

In contrast, government regulations have po-

litical barriers, and the ability to overcome 

digital problems is also questioned (Hirsch, 

2011). Collaboration with industry (in this 

case, ESO) with the information capital and 

experience to create a digital sovereignty nar-

rative related to ESO’s digital policy has been 

strengthened.

Regarding policy, Kominfo can use 

an alternative approach, namely co-regula-

tion, in which the government and industry 

share responsibility for drafting and regu-

lating (Hirsch, 2011). The European Union 

uses this approach to implement personal 

data protection, where the 2018 General 

Data Protection Regulation (GDPR-General 

Data Protection Regulation) applies. Anoth-

er country, Australia, has also responded by 

passing the News Media Bargaining Code 

Law, which aims to address the imbalance 

between Australian news publishers and the 

two Silicon Valley giants (Riyanto, 2021).

Conclusion
The virtual world is an inseparable part 

of  all aspects of  Indonesian people’s life. The 

presence of  the internet forms a digital pat-

tern and ecosystem, forming a living space 

that moves massively and dynamically on so-

cial media. These activities are diverse and 

worldwide. No longer national but also inter-

national. Digital problems arise until digital 

sovereignty varies from a safe and conducive 

digital ecosystem. Kominfo responds to this 

by implementing an ESO policy and a pri-

vate scope. However, this policy has many 

interpretations and is considered a rubber act 

that can be codified and utilized.

Ambar Alimatur Rosyidah; Farah Fajriyah  Narrative Policy Framework (NFP) Electronic System Operator Policy:
Surveillance and Cyber Security



 Global South Review76

Based on the results and discussions 

related to the ESO policy narrative with the 

NPF approach, the researchers found that 

the dominant narrative built by Kominfo is 

that the ESO policy was carried out to protect 

people in the digital space for the creation of  

digital sovereignty. Second, the counter-nar-

rative that hinders the dominant narrative is 

that excessive surveillance threatens human 

rights and the reality of  personal data protec-

tion in Indonesia, which is not yet ideal.

Third, strategic recommendations 

strengthen the narrative of  digital sovereign-

ty related to ESO policies by prioritizing 

protecting the public’s data as the principal 

rather than the interests of  agents with con-

trol functions. The first recommendation to 

Kominfo is to revise the ESO policy, espe-

cially in acts related to specific personal data 

and the prohibition of  content that disturbs 

the public. Then, Kominfo as a facilitator, 

helps companies from Indonesia, especially 

in terms of  financing, to improve the quality 

of  digital infrastructure facilities in the form 

of  ‘cloud’ so that data storage as a state as-

set is located in Indonesia. Kominfo, as the 

executor, issued an independent institution 

authorized to protect personal data. Next, 

collaborate with other ministries and govern-

ment agencies like Germany did because the 

issue of  digital sovereignty is cross-sectoral. 

Finally, co-regulation with ESO in mak-

ing regulations will become a reference for 

self-regulation platforms operating in Indo-

nesia.

Furthermore, further research is need-

ed in future studies related to digital sover-

eignty. By knowing the predictions of  cyber-

space problems, we can take preventive steps, 

such as preparing regulations that are a prior-

ity as the embodiment of  digital sovereignty. 

This regulation will affect the self-regulation 

platform that will operate in Indonesia.
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